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Windows Server ¢
X"w2s5|271TIn

N7VoNn NOVN 7V 1TN7N Nt 71TINa

01177 .Microsoft n1an nx191n DNYWY
TIX1 NIIIIIX N121202 VT 0D7 177901 AT
1m1tva Windows Server 7w ni117131o00n
7'70 NX N170IN N121 N1NAN TXD 132N
N12120 7V 1207 1113 TX1D1 ANAND "2WNN
NT1TINA 72702 NIX QL7N7 QX1 17X
NN7X1071 NIDIVNA VT IWIINT 1;77'NVN
J11713000 D71V M0 TT7 NIXA 1N TY1I1

Hardware & Virtualization
Fundamentals

Introduction to
Domain & Workgroup

Installing & Configuring
Windows Server

Enterprise Creation & Configuration

Installing & Managing
Active Directory

Utilizing Al for Automated
Deployment of Secure
Environments Installing &
Configuring a DHCP Server

Installing & Configuring DNS Server

Group Policy Configuration &
Management

Shares and Permissions

Exploring an Organizational
Network Structure

Final Project - Secure Management
of a Domain Environment

Web Application ¢
X"w20|1'71Tn
DNXN N11I2 071V 7V 1NN AT 71TINA

.01NN2A N11719190 N1OWN NX 111DN1
7¥ 101N N1;71TA YXA7 17010 TTMyaw 11D

N1OW NND 111DON 1T 27w 030X NIYN

.HTML, CSS, JavaScript 10> n1j77 Tx
D'71TINY D'IDIN 1'NN VTN NNTYA
N13271 131ON7 17211 901321 DMO7NNAN
.0DNXY1 01001 DNX

Web Components & Technologies
Client-Side & Server-Side
Relationships

HTML - HyperText

Markup Language

CSS - Cascading Style Sheets

Java Script - DOM Manipulation
Build Your Website - Artificial

Intelligence Implementation in
Software Development
Final Project - Integration of

Debugging Processes and
Web Developing




Cisco - Introduction ¢

to Networking
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NINWNY 7NN ,01"1N N2 1INIX N1OY70N
TVI W NW171 IX ‘770 NNY7W 10D N1'D0]
.0"71T1 DIINX NIYNYNY N1ADIN NINWN
72X DV1DD] 01701 VT 7IVN AT 71TIN
210N 071v2 0 TY79N2 NN7XN7 D07
NT7] VTN NNVAX 'WIXT7 i71IVN NT1TIN
,NJ1Y 11X NWIN DX N1XNN NYTN VAN
TIX2 N 771 N177N 11NNO WWOXNY N1
N1I12,1D 1PD AN N7'NVYN NN hvan
NYWIA TI'X2 WINWY 1N 71 1310 V0

X101 DT 71TIN .NWIN I 112N X
NITIVN NIWN7 131'N 2A7W1 NX1977 W7

7v NINWI1 VTN NNVAX 071V NIO01]
.CCNA-1 CCNA Security :1115 CISCO
NONONN NI'NA7 NIDNAN 77N X1N ATATIN
TN 71voMN1 710137 nwixi7n ndonon CCNA
Jm71vn Cisco n1an Dyvon Ny

« Introduction to Networks

« Network Fundamentals &
Components in Corporate Networks

« OS| Model & TCP/IP Model
« |OS Fundamentals
« Switch Security

« Configure & Manage Network
Devices via Remote Access

« Network Layer Addressing and
Subnetting (CIDR & VLSM)

« Routing Concepts
(Static & Dynamic)

« Establishment & Management
VLANS

. Diagnostics & Troubleshooting
Network Equipment

« Package Filtering (ACL)

« Infrastructure Services (NAT, DHCP,
DNS, etc.)

« Al Solutions for Network Security

» Final Project - Management of a
Small-Medium Enterprise Network

Ethical Hacking v1n nnuaxi nano o1y

Linux <
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N7VONn NOIVN NX 111N AT 71TINa

N1'N7 N29N N1IIINNXN 01V WX Linux

1T NDIVN .01I11IX21 D'NIYA TIXD NX19)
nD17Y loT-0 121071 NN NX TYUNWN
17002 .1377X0NN N17'1072 TXN NX1971 71W2
WINY 1DITI N7'0719 N2AN 1TN7N 71NN
JUOIXINN TYN DX 1NN X7 1X ,ND1VNa
NONO0NN NINA7 NIDNNN 77N XN DT 71TIN
Linux Professional 7w Linux Essentials
.NMYYNI 01D N2 WX (Institute) LPI

« Linux Distros & Kali Linux
« Introduction to Offensive Linux
« Linux Installation
« File System Structure
« Linux Shells
« GNU and UNIX Commands
« Network Configuration
o Users & Groups
« Managing File
Permissions & Ownership
« Al Permission Control
» Package Management
« Common Services
(SSH / TELNET / FTP / SMB)
« Process Management
« Al-Driven Linux
Hardening & Security
» Final Project - Managing and

Configuring a Secure
Linux Environment
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SIEM- SOC & Introductionto ¢

Malware Analysis
X"w50 | 6'n1TIN

NNDAX 110 OIN NX 1N1DN AT 71TINA
NIXXNI NN 17X 1NN, (SOC) vT1in
NDIVN1 UNNWNT 1N X1 WINWA

NNX 1NT1 N197NN NINt7 712 SIEM

JNX TTINDNNTI

Security Measures

SOC & IR Lifecycle

Endpoint Protection

Network Monitoring

Log Analysis

Security Information and Event
Management (SIEM)

Utilizing Al to Facilitate Automatic
Enforcement of Security Safeguards

Digital Forensics and Incident
Response (DFIR)

Introduction to Malware Analysis

Final Project - Investigation of
Sensitive Files and Report Writing
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Cyber Infrastructure 4
X"w 40 | 5'nTIn

DINTZNN DXWII NITO 1TN'7N Nt 71TIna
NX 131201 ,/7011Tn 071V DM7X1077X1

JNIX XIXNT 1113 TX1D1 N0 70 NTNYNN

X 1TN7N1 NO7NN 071V7 19UNTN 9012

17X NIDIVNI NYW71N 7X17 TWoOX

NIX 11207 X0 71D 7w N7V NNonNn
TVI DIININ QI0IXN N1002N N71TINNN
.J1DVYN2 NIMY1I0 718137

Introduction to
Information Security

The Anatomy of a Cyber Attack
Cycle in Practice

Network Traffic Analysis
Man-in-the-Middle

Attack & Frameworks

OSINT - Open-Source Intelligence

Social Engineering Techniques
Using Artificial Intelligence

Network Scanning &
Reconnaissance Methodology

Brute-Force & Password Attacks
Hacking Frameworks & Automation
Metasploit and Known CVEs

Automated Vulnerability
Assessment Using Al

Cryptography & Encryption
Algorithms

Wi-Fi Attacks

Network Anonymity & Dark Web

Final Project - Exploitation
of Security Vulnerabilities in
Computerized Systems



Advanced Infrastructure ¢

Attacks

X"w 50 | 8'71TIN

7V1 N1IJ11NXN N21200 7V 1TN7N T 71TINa
Q10X 1OINI .NIXIOT NOY7N NINZITINN
N31N NIDIVN NOY7V 7V1 N770 7V 011N
DDT 7V 1TN7N .0I11IXN 2102 NINT7n
N1N1A1 NIXWIN 7277 7TD NNX7191I0 VIN1AY
17113 TXD1 WO NVIIN AN 17DN ,ND1vN2
JINX 7V U7NWN7 NN0NA NNIX '7X37

Domain Reconnaissance and
Enumeration Methodology

Hunting for Domain
Admin Privileges

Exploiting Network
Services & Applications

Escalate Privileges & Impersonate
Users in a Domain Environment

Extracting Credentials from
Organizational Hosts

Advanced Lateral Movement
Techniques & Methodologies

Offensive PowerShell for Red Team

Anti-Virus Evasion & Obfuscation
Techniques

Infiltration Techniques via Office
Suite Exploitation

Network Pivoting & Reverse Shells
Advanced Kerberos Attacks

Services Enumeration
and Exploitation

Leveraging Al to Enhance
Infrastructure Exploitation
Cloud Security in an
Organizational Environment

Final Project - Exploitation of
Domain Environments
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Cross-Platform Elevation ¢

of Privileges
X"w30 | 7'nTin

NIX7;770X NI0W 7V 1TN7N DT 71TINA

X77 UNNWNN 119107 NNYWOXNN NINONINN
,N7V0NN NIDVN 702 'NTXT7 M171017 NXWIN
J1DVN NNIXD UNNWDN 'XWD 1719X

« Privilege Escalation Techniques
and Methodologies

« Local & Remote Privilege Escalation
in Windows Environments

« Local & Remote Privilege Escalation
in Linux Environments

« Credential Dumping Techniques in
Windows & Linux Systems

« Privilege Escalation Using
Automated Tasks & Permission
Misconfiguration

« Privilege Escalation Using Common
Exploits & Buffer Overflows

» Building Payloads with Al
Capabilities

« Process Injection Techniques
in Windows

« Final Project - Utilization of
Privilege Escalation Techniques




Web Application

Penetration Testing

X"w 60 | 11'1TIn

N1;7TNN N1O77NNN 10-2 TINN AT 71TIN
N19;7NN ,0INVIXN MNIYII NN

INXV INXN 7V U7NWUNT 97117 NINYWOXNY
177712 1;70VN .NIXNN AWNNA 7V QX1

Tx1 1n (Penetration Testing) n1Tn

NIX 1NN AT 71ITINA .NIYWA TXA 101 N770
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JNIX QL7N'71 1;7N7 TXD

« Web Technologies

« Modern Frameworks & SPA -
NodelS, React, Angular, etc.

« OWASPTOP10 & Web
Vulnerabilities

« BurpSuite / ZAP

« XSS

. CSRF

. Database Management Concepts
« SQL/NoSQL Injection

« Authorization & Broken
Authentication

o XXE & SSRF
o LFI & RFI
« Web Shells

« Clickjacking
« Vulnerability Scanners

« Web Application Penetration
Testing Flow using Al Supervision

« Report Writing

« Final Project - Web Application
Penetration Testing & Report Writing
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Python Programming Essentials %

NPXVY NTIAY X"'W 20 | 9 71TID

N7V NOW1 NNO7 1TN7N AT 71TINa

191X2 NYNWNY 071V TN NNNONNN
.071V7 21200 VTN NNLAX WIX 107X NI
VTINN NNLVAX 'WIX NX DWNYNN 01700 2N
Nov7N 70 N1127 1TN'7N .Python-1 n1ano;
T NOW NITVa DD7wn

« Introduction to Python

« Variables and Data Types

« Conditions & Loops

« Functions & Packages

« Exceptions & Error Handling

Python Programming for

Security
X"w30| 107D

D DNWIIY 01721 IWNNIYAN AT 71TINAa

'™ X131 .]01N N1;7' T2 70 NNOY7 N7xnY7
Reverse n1an Python natva wim'7 qwox
1211 Web scraping-7 niow 1123 .Shell
NOWA NXNIVIX 1I131IN W7 1N TXD
.Python nionn

« Network Communication
using Sockets
« Web Parsing
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